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POLICY STATEMENT

The University of Hawai® i — Maui College (“UHMC"”} is committed to provide an
environment that is conducive to obtaining a higher education and to enhance the
college experience of our students. To this end, UHMC remains steadfast in its efforts
to provide a safe environment for our students, faculty, staff, and visitors to our
campus. In furtherance of this premise, the security camera system {“SCS”) is
necessary to augment and enhance the security efforts of the UHMC Campus Security
Department (“CSD”). SCS provides our security staff with situational awareness and
may deter individuals from committing acts that may threaten our campus community
or is contrary to the policies, rules and regulations of UHMC.

This policy sets forth rules and regulations to establish parameters by which SCS is
utilized to promote a safe and secure campus while protecting an individual’s
reasonable expectation of privacy. As such, this policy incorporates provisions
governing the installation and accessibility of security equipment, data storage of video
collected by SCS equipment, and permitted uses of the obtained video as provided in
this policy.

The CSD Chief shall serve as the custodian of information obtained through SCS. The
Vice Chancellor of Administrative Services {“VCAS”) shall regulate the release of SCS
data as provided through this policy utilizing the request process contained herein. The
SCS information shall primarily be used to further campus safety, security, and to assist
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3.4.1 Detection: Live security images and video footage can be used to alert
security personnel of suspicious activity which can then be addressed
expeditiously.

3.4.2 Response: Inan incident, SCOs are able to collect information for
situational awareness which can be shared with first responders to aid
in their emergency response.

3.4.3 Investigations: Recorded video from SCS devices may be used to assist
in the investigation of crimes that occurred on campus. The video may
be used to identify suspects and/or assist in the recovery of property.
In addition, SCS devices may be used to investigate possible violations
of federal, state and county laws and University of Hawaii rules,
regulations and policies.

3.4.4 Deterrence: The SCS as an effective tool in monitoring activities on
campus may serve to dissuade potential perpetuators from committing
crimes at UHMC.

4. DEFINITIONS
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Security Camera: Video cameras with recording capabilities and/or live viewing
capabilities of a designated area authorized by the VCAS and/or the CSD Chief
from a remote location by authorized monitoring personnel (e.g., SCOs).
Continuous monitoring of the security camera system by authorized personnel
may not occur throughout the day.

Security Camera System (“SCS”): A system of security cameras and other
recording devices located in various locations on campus and used to capture
images (photos or video} for purposes provided in this policy.

Security Surveillance — The observation of a place, person, group, or ongoing
activity to gather information for the purposes of maintaining safety and security
within the area covered by the Security Camera System.

Security Camera Operators {SCO) — CSD officers who are authorized and trained
to monitor video through the SCS while adhering with the provisions of this
policy. The Chief of CSD shall designate those individuals who are authorized to
act as SCOs and have confirmed that they have read and acknowledged the
provisions contained in this policy.
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5.3.2

5.3.3

534

5.3.5

SCOs shall be required to participate in trainings aimed at the proper,
iegal, and ethical use of the security cameras.

SCOs shall not engage in monitoring individuals based on individual
characteristics such as race, religion, gender, age, sexual orientation,
national origin, disability, or other classifications that are protected by
university policy. SCOs shall monitor based on suspicious behavior and
not individual characteristics.

The reasonable expectation of privacy shall be considered when the
SCSis used to monitor individuals. Viewing individuals for reasons
other than maintaining security {e.g., Viewing for an extended duration
of individuals becoming intimate in a public place) is prohibited and
subject to disciplinary action.

Only areas that are in plain view to the public shall be observed by SCS
devices.

6 PROCEDURES
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6.1

Installation — Placement of Cameras

6.11

6.1.2

6.1.3

6.1.4

6.1.5

The Chief of CSD shall make recommendations for the locations of
security cameras. The recommendation is then forwarded to the VCAS
for approval.

The CSD Chief, or his/her designee, shall consider camera locations where
individuals may be vulnerable to threats. This may include the ingress
and egress of identified locations.

The CSD Chief shall not consider areas where an individual’s reasonable
expectation of privacy may be infringed upon. This includes the interiors
of restrooms, health care facilities, and private offices. Itis, however,
permissible to position cameras at the ingress and egress of such
locations.

Cameras shall be affixed to the walls or ceilings of a building or structure
or on a free-standing pole.

“Dummy” or placebo cameras are prohibited.
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6.3

6.2.2 SCS Monitoring Personnel shall be familiar with this policy and provide
documented acknowledgement that they have read and understood its
contents. The written acknowledgment shall be on file at CSD.

Access and Monitoring

6.3.1 Video monitoring and recording shall be conducted in a professional,
ethical, and legal manner.

6.3.2 Live video from the SCS may not be monitored by personnel at all times
of the day.

6.3.3 Video security recording and/or monitoring shall be conducted in a
manner consistent with this policy, the policies of UHMC and the
University of Hawai’i, and the applicable laws of the County of Maui,
State of Hawai’i, and federal law.

6.3.4 Video security recording and/or monitoring shall not be based on the
subjects’ race, color, national or ethnic origin, age, religion, disability,
sex, sex orientation, gender identity and expression, veteran status, or
any other characteristic protected under applicable federal or state law.

7 ACCESS AND RELEASE OF VIDEO FOOTAGE
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7.1

7.2

7.3

7.4

7.5

The VCAS shall have sole authority to consider and decide on requests for the
release of video footage obtained through SCS.

This section applies to non-CSD personnel (e.g., students, faculty, staff and
visitors).

This section shall also not apply to law enforcement officials requesting video
footage regarding a criminal matter. In such cases, the Chief of CSD may release
the videos on the VCAS’ behalf.

Request for security video footage shall be in writing and transmitted to the
Chief of Security who shall then transmit the request to the VCAS.

The written request shall include the location of the security camera, the date
and time of when the requested video footage was recorded and the reason(s}
for the request.
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8.4 Under special circumstances, the Chief of CSD or the VCAS may grant extensions
when necessary to advance the security or safety needs of the campus.

9 REVIEW OF POLICIES AND PROCEDURES
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9.1 This policy shall be reviewed every four years to ensure alignment with state and
federal laws as well as the policies of UHMC. The review shall, in addition,
include revisions to reflect procedures that may have changed in the interim.

Approved: @wﬁ HVQWUMU Date: \7-: I:alo 202—&

Lui Hokoana, EdD
Chancellor
University of Hawai'i — Maui College
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