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• Basics of Crypto and Lockpicking
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• Lessons Learned
• Q&A
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Background - College

• University of Hawaii Maui College
• Serves Maui County - islands of Maui, Molokai and Lanai
• 165,000 or so resident population
• 2 Million or so tourists per year (pre-Covid)

• Dropped 95% after March 2020!
• Currently, ther

• 2000+ full-time commuter students
• 20 or so Associate Degrees
• 2 Baccalaureate Degrees
• 60% or so women students
• Median age of students ~26 years
• Non-traditional students
• Commuter island college
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Cybersecurity Education - Traditional

• Certificates in Cybersecurity
• Low Level - Intro, Network+, Security+
• Higher Level - Ethical Hacking, Forensics

• Internships
• Government, banks, utilities

• Baccalaureate Degree
• Applied Business and Info Tech (ABIT)
• ABIT BAS is a NSA/DHS CAE-CDE program
• Cybersecurity courses are embedded

• Cyber competitions and Workshops
• NSA GenCyber, US AFA CyberPatriot

• Supported by NSF Grants
• ATE Program Award# 1700562
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Cybersecurity Education across Disciplines 

• Cybersecurity educations cuts across various segments
• Community College program disciplines
• Gender
• Minorities
• Background - high schools, professionals, returning veterans etc
• Applicable to various programs 

• Accounting, Allied Health, Administration of  Justice, Electronics, Tourism etc.

• One size education does not fit all types of students!
• Supported by NSF 

• ATE Grant, Award# 1700562
• SFS Capacity Building Grant, Award# 1437514
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Cybersecurity Education – During Covid-19!

• Online education via Zoom!
• Students were engaged as they felt safe 
• Higher attendance in classes

• Lab sessions
• Difficult without a physical space and equipment
• Students need to rely on their Internet connectivity
• Cloud assignments required students to log in from their homes

• Hands-on activities - Fun Stuff in a Remote, Online Environment!
• Creating NFTs on OpenSea.io
• Lock Picking Activities
• Pen Testing Tools from www.Hak5.org

• USB Rubber Ducky – writing Ducky Scripts
• Bash Bunny - Pen testing tool to emulate various devices
• LAN Turtle – Provides stealth remote shell access
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Currencies - Online Transactions

• Physical cash
• Non-traceable (well, mostly!)
• Secure (mostly)
• Low inflation

• Fiat Currency – legal tender whose value is backed by a government
• Note that since 1971, the US$ has no backing with gold!
• Cryptocurrencies are not fiat currencies!

• Physical currencies can’t be used online directly 
�Electronic credit or debit transactions
◆ Bank sees all transactions
◆ Merchants can track/profile customers
◆ Cryptocurrencies are not associated with any bank or regulatory agency!
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BitCoin
• Bitcoin paper by Satoshi Nakamoto on October 31, 2008. 

• First bitcoin transaction on January 12, 2009

• Number of BitCoins in circulation ~19.1 million (July 2022)

• Total number of BitCoins generated cannot exceed 21 million. 
• New blocks created every 10 minutes (very slow in # of transactions compared to credit cards)
• Currently, each block adds 6.25 bitcoins into circulation
• Mining will end in the year 2140…

• Average price of a Bitcoin: 
• $22,507 on July 23, 2022
• $48, 117 on December 11, 2021
• $43,819.54 on September 21, 2021
• $43,045.91 on May 18, 2021
• $10,360.45 on July 1, 2019
• $4,110 on February 23, 2019
• $3,729 on Dec 29, 2018
• $8,522 on May 15, 2018
• $18,000 on December, 2017
• $3,867 on September 25, 2017
• $2,350 on June 27, 2017

◻ Price has been very unstable and speculative.
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Bitcoin Transactions

Public key 0xa8fc93875a972ea

Signature 0xa87g14632d452cd

Public key 0xc7b2f68...
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All nodes could 
be miners

Blockchain Process…  Decentralization

No central nodes …. All the 
nodes are not connected to 
each other
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Compared to Bitcoin

● Ethereum and Bitcoin both share Byzantine fault-tolerant consensus 
algorithm for synchronization of state updates

● Ethereum and Bitcoin are both peer-to-peer networks
● Ethereum and Bitcoin both use cryptographic primitives such as 

digital signatures and hashes
● Ethereum and Bitcoin both use the concept of a digital currency. 

(Ether and Bitcoins)
● Ethereum has a general purpose programmable blockchain that runs 

a virtual machine capable of executing arbitrary code of unbounded 
complexity.

● Bitcoin’s Script language is limited and restricted to true/false 
evaluations of spending conditions. 
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Source: https://ethereum.org/en/nft/
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On July 23, 2022
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Setup Metamask Wallet
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https://opensea.io/blog/guides/intro-to-crypto-wallets/ https://opensea.io/blog/learn/how-to-easily-setup-a-
metamask-wallet/



Sign up for OpenSea and Connect with Wallet
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Use Wallet to authenticate and authorize NFT
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Tutorial - 
https://support.opensea.io/hc/en-us/articles/3600634
98313-How-do-I-create-an-NFT-



Fill in the blanks to create a new NFT!
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Lazy Minting!
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Source: 
https://support.opensea.io/hc/en-
us/articles/1500003076601-Can-I-l
ist-an-item-without-paying-to-min
t-it-



Wrapped Ethereum (WETH) - buy/sell with auctions
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Source: 
https://support.opensea.io/hc/en-
us/articles/360063498293-What-s-
WETH-How-do-I-get-it-



How to list and sell NFTs - Fixed Price, Auctions
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Tutorial - 
https://support.opensea.io/hc/en-
us/articles/360063498333-How-do
-I-sell-an-NFT-
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This Photo by Unknown Author is licensed under CC BY-SA-NC

http://www.dudeiwantthat.com/household/tools/cutaway-practice-padlock-lock-pick-set.asp
https://creativecommons.org/licenses/by-nc-sa/3.0/
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Next Steps
• Lock components
• Lock operation
• Reading lockpicking instructions
• Watching YouTube videos from 

experienced lockpickers
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1. Begin by holding the lock in a comfortable manner in your left hand with 
the torque wrench inserted.

2. Wrap your left thumb around the bottom of the lock to provide support 
and your left index finger straight up to provide tension to the torque 
wrench.

3. Holding your pick as you would a dart, grasping it with your index finger 
and thumb, insert it into the lock all the way to the back.

4. As you get near the back of the lock, begin applying tension with your left 
index finger on the torque wrench.

5. When the pick is at the back begin to draw the pick out, pushing down 
gently against the key pins as you continue to provide even pressure on the 
torque wrench.

6. The process of pushing and pulling the pick against the pins is called 
raking. If the lock does not open within three to four rakes, release tension 
on the torque wrench and try again as it is possible that a pin has been 
pushed too far and is binding.
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Online Cybersecurity Education – Lessons Learned!

• Online education via Zoom!
• Students feel safe
• Students learn the theory
• Students have to provide their own Internet connectivity and laptops

• Lab sessions
• Cloud labs work, assuming they are free and no credit cards needed
• Lab modules need to be transferred to a cloud environment
• Students have to know about the cloud environment

• Hands-on activities – key to engagement!
• Crypto and NFTs
• Lockpicking
• Pen Testing Tools from www.Hak5.org

• Students learn to adapt and survive…
41

http://www.hak5.org/


Questions? Comments? Feedback?!

Debasis Bhattacharya, JD, DBA
debasisb@hawaii.edu

maui.hawaii.edu/cybersecurity

42

mailto:debasisb@hawaii.edu

