
Internal Controls and the 
importance of data security



WHAT IS INTERNAL CONTROL, AND 
HOW CAN IT BE USED TO PROTECT 

A COMPANY’S ASSETS?

Internal control is the plan and measures 
designed to:

1. Safeguard assets
2. Encourage employees to follow company policies
3. Promote operational efficiency
4. Ensure accurate, reliable accounting records
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Why is data security important?
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WHAT IS INTERNAL CONTROL, AND 

HOW CAN IT BE USED TO PROTECT 

A COMPANY’S ASSETS?

• A key responsibility of a business manager is 

to control operations. 

• Internal control is the organizational plan and 

all the related measures adopted by an entity 

to safeguard assets, encourage employees to 

follow company policies, promote operational 

efficiency, and ensure accurate and reliable 

accounting records.
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The Components of Internal Control

• Control procedures
• Risk assessment
• Information system
• Monitoring of controls
• Environment

8-8

Internal controls 
are monitored by 
internal auditors 

and external 
auditors. 



Internal Control Procedures

• Competent, reliable, and ethical personnel
• Assignment of responsibilities 
• Separation of duties, which is a division of 

responsibilities between two or more people 
to limit fraud and promote accuracy of 
accounting records
– Separating operations from accounting
– Separating the custody of assets from accounting
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Internal Control Procedures

• Audits
– Internal audits are performed by employees of the 

company.
– External audits are performed by independent 

auditors (not employees).
• Documents
• Electronic devices
– For example, sensors attached to inventory can 

reduce theft.
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Internal Control Procedures

• E-commerce
– Encryption rearranges plain-text messages by a 

mathematical process.
– Firewalls limit access into a local network.
– Passwords, PINs, and signatures are additional 

security measures.
• Other controls
– Examples: Fireproof vaults, alarms, loss-

prevention specialists, fidelity bonds, mandatory 
vacations, job rotation
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The Limitations of Internal Control—
Costs and Benefits

• Internal controls cannot completely prevent 
fraud.

• Collusion occurs when two or more people 
work together to circumvent internal controls 
and defraud a company. 

• The stricter the internal controls, the higher 
the costs. 
– Internal controls are judged based on their cost 

versus benefit.
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Malia needs your help

• Malia is a new restaurant owner and doesn’t 
see the need to spend money on the 
implementation of internal control procedures 
to safeguard her data. She insists that she 
does not have anything that anyone would 
want. Write an email to Malia and explain 
what she has, who would want it, why she 
should protect it, and how.

• Send it to kellyaw@hawaii.edu.


